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Digital Decisioning: 2015-2020
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Main Focus was on Business Decision Modeling

• Decision Modeling and Learning

• Testing, Explanations

• Deployment on-cloud and on-premise 

Decision Model Lifecycle
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• CI/CD is a DevOps methodology that enables ongoingautomation and 
continuous monitoring throughout the lifecycle of apps, from integration 
and testing phases to delivery and deployment

• CI/CD streamlines the complexities of software integration and delivery 
into a pipeline model that allows for a smooth flow of changes in code 
and business logic from developers into thehands of end-users

• CI/CD pipeline allows organizations to deploy on demand changes to QA 
and Production environments through a repeatable and automated 
testing

Meanwhile Major Enterprises Moved to CI/CD 

Courtesy of Red Hat

https://www.redhat.com/en/topics/devops/what-is-ci-cd
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Business Decision Model Continuous Integration, 
Continuous Deployment/Delivery
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Digital Decisioning: 2020-2022

Main Focus started to shift to Decision Microservices
• Orchestration and Choreography

• Continuous Testing

• Continuous Integration

• Continuous Deployment/Delivery

• Security 

Decision Service Lifecycle

Share recent OpenRules 

real-world experience at 

two large US enterprises
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CONTINUOUS
DECISION MODELING
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Continuous Digital Decisioning
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Continuous Decision Modeling  – 4 topics of interest:

1. Decision Service Integration 

Integration and Invocation Logic of different decision services is frequently 

business logic by itself and can be implemented as a decision service

2. Invocation Context

Business Decision Model maintained by Business users should be aware of 

different contexts from which it can be invoked as a decision services to 

communicate with them in different ways 

3. Security

Business Glossary should control decision service input/output based on 

different Authentication and Authorization requirements

4. Testing

Test cases used to test business decision models should be reused for 

testing of deployed decision microservices

Requirements to Decision Microservices in the 

modern CI/CD world 
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Decision Service Integration



© OpenRules, Inc., 2021

Operational 

Decision Service

Operational 

Decision Service

Operational 

Decision Service

Decision Service Integration

Orchestration / Choreography / DecisionService

Decision Service Integration

Operational 

Decision Service

• How to represent the Integration Logic?
• BPM? AWS Steps functions? Java? Kafka?

• We can use a special Decision Service that integrates other Decision Services
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• Decision Model from DMN Section 11

• Decision Diagram 
• Invokes two already deployed Decision Microservices

• Built automatically by OpenRules Explorer

Decision Service Integration - Sample

Operational 

Decision 

Service

Operational 

Decision 

Service
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Pre-Bureau Decision Service
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Post-Bureau Decision Service
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Common Glossary
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• Service Integration Logic – Loan Sample 
* Execute decision service “BureauStrategy” that should determine the goal “Bureau Strategy”. 

* If Bureau Strategy is DECLINE, then set Loan Origination Result to DECLINE, and stop. 

* If Bureau Strategy is not DECLINE, then execute decision service “Routing” that will determine the goal “Routing”. 

* If Routing is DECLINE, then set Loan Origination Result to DECLINE. 

* If Routing is REFER, then set Loan Origination Result to REFER. If Routing is ACCEPT, then set Loan Origination Result to ACCEPT.

Decision Service Integration 

Decision 

Service

Decision 

Service

• Integration Logic inside a Decision Service:

* ActionExecuteshould be smart enough to execute not only decision tables (BKMs) but also                     
external decision services
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• Using a special decision table “DecisionService”
• for AWS Lambda functions

• Or using their ARN addresses

• Or using any REST endpoints

• Or using Java classes automatically generated by OpenRules

How to Describe Decision Services 
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Decision Service 

Invocation Contexts
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• Business Decision Models maintained by Business users 

should be aware of different Operational Contexts from 

which the corresponding decision services will be 

invoked in production environments

• Decision services should be able to communicate with 

different contexts in different ways satisfying their 

specific security and other requirements

• Decision Model Glossary is the natural mechanism

to support different contexts!

Invocation Context
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• Decision Model Glossary usually describes all used decision 

variables

• Glossary may also describe how these variables can be used,   

e.g. OpenRules Glossary has a special column “Used As” with 

possible values:

• IN 

• REQUIRED

• OUT

• CONST

Invocation Context

Only OUT variables will be 

included in decision service 

response – maybe VERY 

IMPORTANT FOR SERVICE 

SECURITY and PERFORMANCE
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• We may define different columns “Used As” for different 

contexts

• We may introduce decision variable “Invocation Source” with 

two possible values “Premise” or “Cloud”

• To define which context to use we may use this decision table

defines :

Invocation Context
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Similarly, we may 

consider different 

contexts based on the 

roles:

1. Underwriter

2. Agent

3. Applicant

Glossary for Loan 

Origination decision 

model with 2 contexts:

1. Pre-Bureau

2. Post-Bureau
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Securing Decision Service 
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• Two ways to secure Decision Services:

1. JWT-based Authentication is the most common way to secure 
accessto a RESTful web service 

1. JWT (JSON Web Token) is an open standard that defines a compact and self-
contained way for securely transmitting information between parties as a JSON 
object. This information can be verified and trusted because it is digitally 
signed.

2. HTTPS protocol to communicate with a RESTful web service

• SpringBoot provides the most popular Java framework to 
secure access to RESTful webservices

• The only question: How to hook our Decision Service to this 
framework?

Securing Access to Decision Service

https://jwt.io/introduction
https://spring.io/guides/gs/securing-web/
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• After configuring SpringBoot, you usually create one class: 
SecurityConfig extends WebSecurityConfigurerAdapter

• You also create a convenience Java method isAuthenticated() that 
checks an JWT token and can be used inside our decision model

• Sample: VacationDays

• Suppose that you want to prevent anonymous users from viewing how their 
vacation days were calculated (only authenticated users may see this information) 

Securing Access to Decision Service

A sign for 

Java 

Snippets

Not included 

in Response
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Continuous Testing 
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• In CI/CD world testing is continuous

• DevOps people do not want to know business logic of 

the deployed decision service

• For instance, if they use Junit testing framework,      

they need “somebody” to write Junit tests

• Requirement: Test cases created by businesspeople (!) 

to test their business decision models should be 

automatically transformed to the format used during 

continuous delivery/deployment

• For example, OpenRules automatically converts Excel-

based test cases to the corresponding Java classes used 

during CI/CD

Repeatable and Automated Testing
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Conclusion

• CI/CD pipeline requires Continuous Decision Modeling:

• We specified new requirements and possible solutions for creation 

and maintenance of Decision Services created using modern Digital 

Decisioning Platforms in the CI/CD world

www. OpenRulesDecisionManager.com

https://openrulesdecisionmanager.com/

