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cAMP Digital Decisioning: Shifting Focus
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DECISION

Digital Decisioning: 2015-2020

Main Focus was on Business Decision Modeling

Decision Modeling and Learning
Testing, Explanations
Deployment on-cloud and on-premise

-

Scope
project

Define
project in
plain English

Business Decision Model \

Goals, Business
Glossary, Logi
Test cases 0gicC

Define goals, Specify
glossary, inputs business rules
and expected for goals and
outputs sub-goals
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DECISION

Meanwhile Major Enterprises Moved to CI/CD

CONTINUOUS CONTINUOUS CONTINUOUS
INTEGRATION DELIVERY DEPLOYMENT

AUTOMATICALLY AUTOMATICALLY

RELEASE TO DEPLOY TO
REPOSITORY PRODUCTION

Courtesy of Red Hat

® CI/CDis a DevOps methodology that enables ongoingautomation and
continuous monitoring throughout the lifecycle of apps, from integration
and testing phases to delivery and deployment

® CI/CD streamlines the complexities of software integration and delivery
into a pipeline model that allows for a smooth flow of changes in code
and business logic from developers into theands of endisers

® CI/CD pipeline allows organizations to deploy on demand changes to QA
and Production environments through a repeatable and automated
testing

© OpenRules, Inc., 2021


https://www.redhat.com/en/topics/devops/what-is-ci-cd
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Digital Decisioning: 2020-2022

Main Focus started to shift to Decision Microservices

Share recent OpenRules
real-world experience at
two large US enterprises

Business Decision Model

Orchestration and Choreography
Continuous Testing

Continuous Integration
Continuous Deployment/Delivery
Security

Continuous Integration,

-

Scope
project

Define project
in plain
English

\_

Continuous Deployment/Delivery

Goals,
Glossary,
Test cases

Define goals,
glossary, inputs
and expected
outputs

Business
Logic

Specify business
rules for goals
and sub-goals

/
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Decision Service Lifecycle
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Continuous Digital Decisioning

CONTINUOUS CONTINUOUS CONTINUOUS CONTINUOUS
DECISION MODELING INTEGRATION DELIVERY DEPLOYMENT

Goals,
Glossary,
Test cases

Scope
project

Business
Logic

Business Analysts Software Developers
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caMp  Requirements to Decision Microservices in the
modern CI/CD world

Continuous Decision Modeling | - 4 topics of interest:

1. Decision Service Integration

Integration and Invocation Logic of different decision services is frequently
business logic by itself and can be implemented as a decision service

2. Invocation Context

Business Decision Model maintained by Business users should be aware of
different contexts from which it can be invoked as a decision services to

communicate with them in different ways

3. Security
Business Glossary should control decision service input/output based on
different Authentication and Authorization requirements

4. Testing
Test cases used to test business decision models should be reused for
testing of deployed decision microservices

© OpenRules, Inc., 2021
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Decision Service Integration
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caMe  Decision Service Integration

* How to represent the Integration Logic?

> BPM? AWS Steps functions? Java? Kafka?
o We can use a special Decision Service that integrates other Decision Services

7 Operational Operational =

Decision Service Decision Service

Decision Service Integration

Orchestration / Choreography / DecisionService

== Operational
Decision Service

Operational
Decision Service
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DECISION
caMP

Decision Service Integration - Sample & *

Service

®* Decision Model from DMN Section 11

* Decision Diagram
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Pre-Bureau Decision Service

Bureau Strateqgy
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DECISION

Post-Bureau Decision Service
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DECISION

Common Glossary

© OpenRules, Inc., 2021

Glossary glossary

Variable ?;::;:f Attribute Type
Name fullName String
Age age Integer
Marital Status maritalStatus String
Employment Status employmentStatus String

Applicant
Monthly Income manthlylncome Double
Monthly Repayments maonthlyRepayments Double
Monthly Expenses monthlyExpenses Double
Existing Customer existingCustomer Boolean
Id id String
Application Risk Score applicationRiskScore Integer
Risk Category riskCategory String
PMT pmt Double
Required Monthly Installment requiredMonthlylnstallment | Double
Disposable Income disposablelncome Double
Credit Contingency Factor creditContingencyFactor Double
Application —

Affordability affordability Boolean
Eligibility eligibility String
Bureau Call Type bureauCallType String
Service Stage senviceStage String
Bureau Strategy bureauStrategy String
Routing routing String
Loan Origination Result loanCriginationResult String
Product Type productType String
Amount Requested |amount Integer
Rate Product | 5te Double
Term term Integer
Bureau Name bureauMame String
Bankrupt BureauData|bankrupt Boolean
Credit Score creditScore Integer
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* Service Integration Logic - Loan Sample

*Execut e de BursauStrategis etrhvatc es Houl d

*
*

*

© OpenRules, Inc., 2021

Decision Service Integration

deter mi ne

If Bureau Strategy is DECLINE, then set Loan Origination Result to DECLINE, and stop.

| f Bur eau

Strategy

i S not DECLI NE,

If Routing is DECLINE, then set Loan Origination Result to DECLINE.

If Routing is REFER, then set Loan Origination Result to REFER. If Routing is ACCEPT, then set Loan OriginatioBREsult to ACC

t hen

t he goal

execut e

deci si on

Integration Logic inside a Decision Service:

Decision LoanOriginationResult

Condition Condition ActionExecute
Bureau Strateqy Routing Execute
BureauStrategySenvice

Is DECLINE A
ls Mot / RoutingService
Iz Mot DECLINE Is CLINE DECLIMNE
Is Mot REFER REFER
Is Mot s | ACCEPT ACCEPT

e

ActionExecut

external decision services

Decision
Service

Decision
Service

should be smart enough to execute not only decision tables (BKMs) but also

Service
orchestration

SHEN]



CAMP How to Describe Decision Services

Service

archestration

* Using a special decision table “DecisionService”
* for AWS Lambda functions

Decision Service decisionServices

Service Name Service Type Service Endpoint
BureauStrategySenice |AWS Lambda |BureauStrategy
RoutingService AWS Lambda |Routing

* Or using their ARN addresses

Decision Service decision Services

Service Name Service Type Service Endpoint
BureauStrategySernvice |[AWS Lambda  |am aws:lambdaus-east-1:395608014566 function:Bureaustrategy |
FoutingService AWS Lambda |arn-aws:lambda us-east-1:395608014566:-function:Houting

* Or using any REST endpoints

Decision Service decision Services

Service Name Service Service Endpoint

Type
BureauStrategySenace |REST hitps //bfsuBbuub execute-api us-east-1 amazonaws comftest/bureau-strategy

RoutingSemvice REST hitps://fTb53vrel execute-api. us-east-1.amazonaws_comftest/routing

* Or using Java classes automatically generated by OpenRules

DecisionService decision Services

Service Name Service Type Service Endpoint

BureauStrategySenice |DecisionMode! |loan.origination.bureaustrategy BureauStrategy

RoutingSenice DecisionMaodel |loan_origination.routing. Routing

© OpenRules, Inc., 2021
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Decision Service
Invocation Contexts
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DECISION

Invocation Context

» Business Decision Models maintained by Business users
should be aware of different Operational Contexts from
which the corresponding decision services will be
invoked in production environments

« Decision services should be able to communicate with
different contexts in different ways satisfying their
specific security and other requirements

» Decision Model Glossary is the natural mechanism
to support different contexts!

© OpenRules, Inc., 2021



DECISION

Invocation Context

» Decision Model Glossary usually describes all used decision
variables

« Glossary may also describe how these variables can be used,
e.g. OpenRules Glossary has a special column|“Used As”| with

possible values:

e IN Only OUT variables will be
included in decision service

* REQUIRED response - maybe VERY

« OUT IMPORTANT FOR SERVICE

«  CONST SECURITY and PERFORMANCE

Business Default

Variable Name Concept Attribute Type Value Used As
Id id Sirimg In, required out
Vacation Days vacationDays Integer out
Eligible for Extra 6 Days eligibleF orExiraSDays Boolean oul
ﬂgihln for Extra 3 Days | Employee |eligibleF orExtraiDays Boolaan ot
Eligible for Extra 2 Days eligiblel orExiraZzDays HBoolean out
Date of Birth dateOfBirth Diate in,required
Start Date of Service startDate Date  [1/1/2017 | in required out
MaxAge Sellings maxige Integear 120 const
MinAge minAge Integer 16 const

© OpenRules, Inc., 2021



DECISION

contexts

Invocation Context

We may define different columns “Used As” for different

« We may introduce decision variable “Invocation Source” with
two possible values

“Premise”

or|“Cloud”

Business Default | Used Used As for

Variable Name | ¢ oncept Attribute TYP® | Value T Premise |  Cloud
Id id ' Slring | in required out | in required out
Vacation Days vacahonDays Inleger oul oul
Eligible for Extra 5 Days aligibleForExtrafDays Boolean oul
Eligible for Extra 3 Days |Employee |ehgibleForExiraiDays Boolzan oul
Eligible for Extra 2 Days ehgibleF orExira?Days Boobean oul
Date of Birth dateOiBirth Dale in  resguired in, reguired
Start Date of Service stariDale Date 112017 | in required out in required
MaxAge maxfge Inleger 120) consl const
MinAge oatfings |minAge Inleger 16 const consl
Invecation Source invocation3ource String | Premise in,out in

» To define which context to use we may use this decision table

defines :

© OpenRules, Inc., 2021

DecisionTable UsedAsSelector

If ActionUsedAs
Invocation Used As List
Source
Cloud Used As for Cloud

Used As for Premise
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Glossary for Loan
Origination decision

model with 2 contexts

Il,
2.

Pre-Bureau
Post-Bureau

DecisionTable UsedAsSelector

If

ActionUsedAs

Glossary glossary

Service Stage

UsedAs List

PreBureau

UsedAs by PreBureau

PostBureau

UsedAs by PostBureau

Similarly, we may
consider different
contexts based on the

roles:

1. Underwriter

B Agent
3. Applicant

© OpenRules, Inc., 2021

Variable ?:I;T_:Eee:f Attribute Type \ I!I']::I;‘:rseawu \thoﬁg‘:fel;i
Name fullMame String
Age age Integer | in.required in,required
Marital Status maritalStatus String in,required in required
Employment Status employmentStatus String in,required in required

Applicant - - - -

Monthly Income manthlylncome Double | in,required in,required
Monthly Repayments manthlyRepayments Double | in,required in required
Monthly Expenses manthlyExpenses Double | in,required in required
Existing Customer existingCustomer Boolean
Id id String
Application Risk Score applicationRiskScore Integer out out
Risk Category riskCategory String out out
PMT pmt Double out out
ﬁ]es?;ilmgnl':ﬂonthly requiredMonthlylnstallment | Double out out
Disposable Income disposablelncome Double out out
Credit Contingency Factor Application creditContingencyFactor Double out out
Affordability affordability Boolean out out
Eligibility eligibility String out out
Bureau Call Type bureauCallType String out
Service Stage senviceStage String in,out in,out
Bureau Strategy bureauStrategy String [ out
Routing routing String [ out ]
Loan Origination Result loanOriginationResult String
Product Type productType String required required
Amount Requested |amount Integer required required
Rate Product | 5te Double required required
Term term Integer required required
Bureau Name bureaulame String 1. required)
Bankrupt BureauData|bankrupt Boolean in,required
Credit Score creditScore Integer in required
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Securing Decision Service
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DECISION

Securing Access to Decision Service

® Two ways to secure Decision Services:

1. JWT-based Authentication is the most common way to secure
accesso a RESTful web service

1. (JSON Web Token) is an open standard that defines a compact and self-
contained way for securely transmitting information between parties as a JSON
object. This information can be verified and trusted because it is digitally
signed.

2. HTTPS protocol to communicate with a RESTful web service

¥y provides the most popular Java framework to
secure access to RESTful webservices

®* The only question: How to hook our Decision Service to this
framework?

© OpenRules, Inc., 2021


https://jwt.io/introduction
https://spring.io/guides/gs/securing-web/

DECISION

e Securing Access to Decision Service

® After configuring SpringBoot, you usually create one class:

SecurityConfig

extends WebSecurityConfigurerAdapter

® You also create a convenience Java method isAuthenticated() that
checks an JWT token and can be used inside our decision model

®* Sample: VacationDays

Glossary glossary

* Suppose that you want to prevent anonymous users from viewing how their
vacation days were calculated (only authenticated users may see this information)

Not included
in Response

. Business . Default Used As Used As

Variable Name Concept Attribute Type Value |Authenticated| Anonymous
Id id String in,required,out | in,required,out
Vacation Days vacationDays Integer out out
Eligible for Extra 5 Days eligibleForExtrabDays Boolean out )
Eligible for Extra 3 Days [Employee|eligibleForExtraiDays Boolean out
Eligible for Extra 2 Days eligibleForExtra2Days Boolean out ————
Date of Birth dateOfBirth Date in,required in,required
Start Date of Service startDate Date [1/1/2017] inrequired,out in,required
MaxAge Settings maxAge Integer 120 const const
MinAge minAge Integer 16 const const
User is Authenticated | - = isAuthenticated() Boolean in in

A sign for
Java
Snippets

© OpenRules, Inc., 2021

DecisionTable UsedAsSelector

If ActionUsedAs
User Is .
Authenticated Loz oL
TRUE Used As Authenticated
FALSE Used As Anonymous







DECISION

Repeatable and Automated Testing

* In CI/CD world testing is continuous

* DevOps people do not want to know business logic of
the deployed decision service

« For instance, if they use Junit testing framework,
they need “somebody” to write Junit tests

* Requirement: Test cases created by businesspeople (!)
to test their business decision models should be
automatically transformed to the format used during
continuous delivery/deployment

« For example, OpenRules automatically converts Excel-
based test cases to the corresponding Java classes used
during CI/CD

© OpenRules, Inc., 2021



DECISION Conclusion
caMp

CI/CD pipeline requires Continuous Decision Modeling:

CONTINUOUS CONTINUOUS CONTINUOUS CONTINUOUS
DECISION MODELING INTEGRATION DELIVERY DEPLOYMENT

Scope Corlky Business
roiect Glossary, Logi
ProJ Test cases ogic

We specified new requirements and possible solutions for creation

and maintenance of Decision Services created using modern Digital

Decisioning Platforms in the CI/CD world
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